AO093

(Rev.5/04) WARRANT ON WRITTEN AFFIDAVIT
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Vi - AL
UNITED STATES DISTRICT COURT CENTRAL DISTRICT OF CALIFORNIA
IN RE WARRANT APPLICATION UNDER DOCKET NO. MAGISTRAE'S CASE N
18 U.S.C. § 2703 FOR A -] \
TO: ANY SPECIAL AGENT(S) WITH THE

The account identified as “rxbrown@aol.com” INTERNAL REVENUE SERVICE CRIMINAL
maintained by America Online INVESTIGATIONS OR ANY OTHER

AUTHORIZED OFFICER

An affidavit having been made before me by the below-named affiant that the affiant has reason to believe
that rxbrown@aol.com (“SUBJECT ACCOUNT”), an account maintained by America Online, a provider
of electronic communications service and remote computing services located at 22000 AOL Way, Dulles,
Virginia, 20166, (the “PROVIDER”) contains information, records and the contents of wire and electronic
communications, namely:

SEE ATTACHMENT A

and as I am satisfied that there is probable cause to believe that the contents of the wire and electronic
communications are in the SUBJECT ACCOUNT, and the grounds for issuance of the warrant exist as
stated in the supporting affidavit, which are incorporated herein by reference and attached hereto.

YOU ARE HEREBY COMMANDED to serve this warrant on the above-identified PROVIDER within 10
days of the issuance of this warrant. In addition, you are commanded to prepare a written inventory of
the items produced and promptly return this warrant to the duty United States Magistrate Judge as

required by law.

NAME OF AFFIANT SIGNATURE U.S,

AGISTRA D _%WWOS?D
SA BONNY MACKENZIE /Aj /72 %

e



RETURN

DATE WARRANT RECEIVED DATE AND TIME WARRANT EXECUTED | COPY OF WARRANT AND RECEIPT
FOR ITEMS LEFT WITH

INVENTORY MADE IN THE PRESENCE OF

INVENTORY OF ITEMS PRODUCED PURSUANT TO THE WARRANT:

CERTIFICATION

I swear that this inventory is a true and detailed account of all the items produced to me on the warrant.

Subscribed, sworn to, and returned before me this date,

U.S. JUDGE OR MAGISTRATE DATE




AFFIDAVIT

I, Bonny MacKenzie, being first duly sworn, do depose and state:
I. INTRODUCTION

1. I am a Special Agent (“SA”) with the Internal Revenue
Service (“IRS"”), Criminal Investigation, and have been so
employed since August of 2000. I have received training in
accounting and financial investigative techniques at the Federal
Law Enforcement Training Center in Glynco, Georgia. I have
participated in the execution of numerous search warrants and
consent searches involving tax and fraud offenses. I have
participated in numerous investigations of criminal offenses,
including tax crimes, money laundering, and other fraud-related
offenses. Prior to becoming a SA, I was a Revenue Agent with the
IRS for five years. As a Revenue Agent, I received extensive
training in tax law, which I applied to the audits and
determinations of tax exempt organizations. I continue to use
and apply this knowledge in my current position as a SA. I also
maintain an active Certified Public Accountant’s license in the
State of California. I have a Bachelor of Science degree in
business administration, with emphases in accounting and finance.

2. I am currently involved in an ongoing criminal

investigation of several individuals, including JONATHAN MARKELL



(*J MARKELL”), his wife, CARI MARKELL (“C MARKELL"”), and ROBERT
OLSON (“OLSON”) which began in approximately September 2003.
3. As a result of my investigation, I have probable cause to

believe that the MARKELLS:

(a) purchased, transported, received, and sold Thai Ban
Chiang antiquities knowing that these archaeological resources
were stolen from Thailand, thereby violating California Penal
Code sections 31, 497, thus, in contravention of the
Archaeological Resources Protection Act (“ARPA”), 16 U.S.C.
sections 470ee{c), (d);

(b} imported antiquities in violation of the Burmese
Sanctions Regulations, 31 C.F.R. Part 57, 50 U.S.C. section
1705 (b} ;

(c) participated in a conspiracy to aid and assist
others in the preparation of false tax returns in violation of 18
U.S.C. section 371 and 26 U.S.C. section 7206(2); and

4. I also have probable cause, as a result of my

investigation, to believe that OLSON:

(a) purchased, received, and sold stolen Thai Ban
Chiang antiquities, despite knowing they were stolen, thereby
violating California Penal Code sections 31, 497 thus, in

contravention of ARPA, 16 U.S.C. sections 470ee(c) (d};



(b) participated in a conspiracy to aid and assist
others in the preparation of false tax returns in violation of 18
U.S.C. section 371 and 26 U.S.C. section 7206.

5. Additionally, I have probable cause to believe that
ROXANNA M. BROWN (“BROWN") :

a. through the use of a facsimile machine and e-mail,
brokered the sale of antiquities, including Thai Ban Chiang
antiquities, which were sent to OLSON, in violation California
Penal Code section 31, 497, thus, in contravention of the
Archeological Resources Protection Act, 16 U.S.C. section
470ee(c), (d), and 18 U.S.C. 1343;

b. smuggled Burmese items into the United States for
the MARKELLS in violation of the Burmese Sanction Regulations 31
C.F.R. Part 57, 50 U.S.C. section 1705(b); and

c. participated in a conspiracy to aid and assist
others in the preparation of false tax returns in violation of 18
U.S.C. section 371 and 26 U.S.C. section 7206(2). (See attached
Appendix-Statutory Overview).

II. PURPOSE OF THE AFFIDAVIT
6. This affidavit is made in support of an application for a
warrant pursuant to 18 U.S.C. Sections 2703 (a) and 2703 (b) (1) (A)

to compel America Online, provider of electronic communication



and remote computing services (the “PROVIDER”), located at 22000
AOL Way, Dulles, Virginia 20166, to provide subscriber
information, records, and the contents of wire and electronic
communications pertaining to the account identified as

rxbrown@aol.com (The “SUBJECT ACCCUNT") .!

III. OVERVIEW OF THE UNDERCOVER INVESTIGATION

7. The facts set forth below are based on my review of
Immigration and Customs Enforcement (“ICE”) and National Park
Service (“NPS”) reports of the investigation, recordings of
meetings and telephone conversations and e-mails between the NPS
undercover agent (“UCA”) and the MARKELLS and OLSQN, importation
documents obtained from ICE files, photographs, statements by
experts, Internet sites, items seized during the execution of
search warrants of premises controlled by OLSON and the MARKELLS,
an interview of BROWN, and IRS resources.

8. The MARKELLS and OLSON deal in material from Thailand

that they refer to as “Ban Chiang.” Based on research I have

' Because this Court has jurisdiction over the offenses
under investigation, it is authorized to issue the requested
warrant to compel the Provider to produce the requested
information, even though they are not located in the Central
District of California. See 18 U.S.C. § 2703(a) (“A governmental
entity may require the disclosure by a provider...pursuant to a
warrant issued using the procedure described in the Federal Rules
of Criminal Procedure by a court with jurisdiction over the
offense under investigation...”).



done, I know the Ban Chiang culture lived in Northeast Thailand
from roughly 1,000 B.C. until about A.D. 200. The original
location where the Ban Chiang culture was discovered was named a
World Heritage Site in 1992 and is considered the most important
prehistoric settlement yet discovered in Southeast Asia. The
surrounding area in Northeast Thailand also contains
archaeological resources from the Ban Chiang culture, and it is
from this area that I believe the MARKELLS and OLSON have
obtained their Ban Chiang material.

9. From reviewing Internet sites regarding Thai
antiquities, I have learned that the first Ban Chiang antiquities
were discovered, near the village of Ban Chiang, Thailand, in
1957, and that the sites were formally excavated beginning in
1967. In 1961, Thailand’'s Act on Ancient Monuments, Antiques,
and Objects of Art and National Museums, B.E. 2504
(1961/1992) (the “Thai Act”) was enacted. Because this was
several years before the antiquities were first excavated, I
believe that any Ban Chiang antiquities that have been exported
from Thailand and imported into the United States after the
enactment of ARPA in 1979 were brought into this country in

violation of that Act.



OLSON

10. A target of an investigation, who was selling
archeological resources to the UCA, arranged for the UCA to meet
OLSON in 2003. Thereafter, the UCA participated in an undercover
investigation of OLSON during which OLSON:

(a) sold the UCA stolen Thai Ban Chiang archeological
resources that were illegally imported into the United States;
and

(b) arranged for the UCA to contribute some of the
archeological resources purchased from him to museums in order
for the UCA to claim fraudulent charitable tax donations.

THE MARKELLS

11. While investigating OLSON, who was selling stolen
archaeoclogical resources to the UCA, ICE agents intercepted a
cargo shipment from Thailand in 2003 that was destined for OLSON
and J MARKELL. OLSON told the UCA that he assisted the MARKELLS
with importing antiquities and also sold them antiquities that he
imported into the United States. Thereafter, the UCA began
dealing with the MARKELLS as follows:

(a) they sold the UCA Ban Chiang archaeological

resources stolen from Thailand;



(b) they sold the UCA antiquities illegally imported
from Burma;

(c) they arranged for the UCA to donate some of the
archaeological resources purchased from them to museums in order
for the UCA to claim fraudulent charitable tax deductions; and

(d) they provided fraudulent appraisals to the UCA with
BROWN’s signature to support the charitable deductions.

IVv. STATEMENT OF PROBABLE CAUSE

12. Pursuant to search warrants served on OLSON, wvarious
documents were seized in a folder labeled “Roxanna”. These
documents included:

(a) three sets of undated documents wherein BROWN
offered OLSON historic and prehistoric Thai ceramic vessels,
neolithic stone tools, and bronze bracelets, including some
attributed to a burial site for a total of $8,600 (See Exhibit 1
attached hereto);

(b) an e-mail dated April 24, 2002 wherein, BROWN using

her rxbrown@aol.com account, confirmed she had received $14, 000

cash from OLSON for a prehistoric bell (See Exhibit 2 attached
hereto) ;
(c) an e-mail dated June 24 2002 in which, BROWN, using

her rxbrown®aol.com account, advised OLSON’S grandson of her bank




account information where OLSON should send her money (See
Exhibit 3 attached hereto); and

(d) BROWN offering OLSON a variety of antiquities
including a bell, prehistoric ceramic vessels, and paleolithic
stone tools that had been found in caves and fields. (See
Exhibit 4 attached hereto)

13. In early November 2002, a NPS Special Agent (“Agent”)
sent BROWN several photographs of ceramic pipes that the UCA had
purchased from a smuggler because BROWN was an expert in Thai
ceramics. The smuggler had told the UCA that the pipes were
about 100 years old and from Thailand.

14. The Agent sent BROWN photographs of some of the
antiquities purchased by the UCA as part of the investigation.
At no time during the Agent’s dealings with BROWN, who was
assisting the government as an expert, did he indicate where the
antiquities had been purchased or from whom.

15. During a conversation between the Agent and BROWN on
June 24, 2003, BROWN said:

(a) she thought that the pictures that the Agent had
sent her of Thai antiquities must have come from OLSON;
(b) she believed that OLSON was the largest and perhaps

only commercial U.S. importer of Thai antiquities;



(c) she first heard of OLSON in about 1999. She was
told that he imported prehistoric Thai antiquities that he sold
out of his storage locker;

(d) she had visited OLSON’s storage locker several
times and saw prehistoric Thai ceramics and bronze antiquities
that appeared to be Ban Chiang;

(e) on one of these visits to OLSON’s locker, BROWN saw
two or three prehistoric bronze baskets that OLSON had imported
from Thailand. At the time there had only been four or five of
these antiquities ever found. BROWN was quite amazed that OLSON
was able to acquire these antiquities;

(f) while working in Thailand in 2002, she met a dealer
in Bangkok who approached her about some bronze bells he had
smuggled into Thailand from Cambodia;

(g) the dealer told her that he had purchased several
bells;

(h) the dealer had an extensive collection of very high
quality prehistoric Thai antiquities, and due to the cost of the
bells, he might have to sell his collection to stay solvent;

(i) she "“meddled” in this affair because she did not

want to see the dealer’'s primary collection leave Thailand;



(j) she felt very strongly that antiquities should stay
in their home country;

(k) she then helped broker the deal to sell the
Cambodian bells to OLSON;

(1) the Thai Fine Arts Department is responsible for
regulating the export of antiquities;

(m) it is widely known in the academic community that
looting prehistoric sites in the Ban Chiang area is ongoing;

(n) it was her understanding that permits are not
issued for the exportation of prehistoric antiquities;

(o) she felt very confident that neither OLSON nor the
dealer had any official permission to export the antiquities that
they were sending abroad;

(p) OLSON would have a client purchase an antiquity for
$1,000, and the client would then donate it to a museum for
$5,000 as a tax write-off;

(g) she expressed reluctance to act as the expert
witness in this investigation due to her earlier involvement with
OLSON;

(r) she firmly believed efforts should be made to stop
archeological looting and the trafficking of plundered relics;

and
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(s) she felt that OLSON and others should be held
accountable for their actions, and she offered to agssist the
Agent with that endeavor.

16. On June 28, 2004, BROWN told the Agent that the head of
the museum division of the Bangkok National Museum had told BROWN
that she felt sure no permits had been issued to export Thai
antiquities in 10 years or more.

17. BROWN met with the Agent, an ICE Special Agent and
Assistant United States Attorneys on October 15, 2004, and
authenticated antiquities the UCA had obtained from OLSON and
photographs of items that had been documented in shipments
intercepted by Customs that were from Thailand going to OLSON.

18. In or about March 2006, the UCA went to the MARKELLS’
residence and:

(a) was shown for the first time a group of Ban Chiang
archaeological resources that had been assembled for the UCA to
donate to a museum for the first quarter of 2006;

(b) paid MARKELL $1,500 for the items and appraisal;

(c) watched J MARKELL do the final editing and print
out on his computer the appraisal in the amount of $4,990 for

this donation.

i1




19. The appraisal prepared by J MARKELL:

(a) faisely stated that it had been prepared by BROWN,
the Curator of the Southeast Asian Museum of Bangkok University,
and that BROWN had personally inspected the appraised items. It
included a copy of BROWN’S curriculum vitae (“CV”), establishing
her expertise;

20. On June 10, 2006, 1in an e-mail to J MARKELL from BROWN
using her Bangkok University account, regarding the UCA’s (Tom
Hoyt’s) first quarter 2006 donation, BROWN attached her CV and
electronic signature. In this e-mail she references trying to
use her Yahoo e-mail account. (See Exhibit 5 attached hereto)

21. The appraisals supporting the UCA’s 2006 second, third,
and fourth quarter donations prepared by J MARKELL:

(a) had cover letters that accompanied the appraisals
that falsely stated that they had been prepared by BROWN and
falsely stated that BROWN had personally inspected the appraised
items;

(b) included a copy of BROWN’S curriculum vitae,
establishing her expertise; and

(c) the electronic signature that BROWN sent via e-

mail.
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22, On March 27, 2007, J MARKELL sent an e-mail to BROWN
requesting that she sign, in blue ink, an appraisal that J
MARKELL had done and to download 6-8 more blank forms for future
appraisals. He stated that he would be sending her $300 for
using her, “as it were”, as the appraiser.

23. J MARKELL advised BROWN in this e-mail that there were
new rules requiring the appraiser to sign off on the appraisals,
and that he could not sign the appraisals, because he sold the
items to the person.

24 . BROWN responded to J MARKELL'’s requests on March 27,
2007, using her Bangkok University account, telling him that it
was “no problem! I am delighted to be your partner in this.” (See
Exhibit 6 attached hereto.)

25. In March, June and September 2007, the MARKELLS donated
Ban Chiang archaeological resources to museums on behalf of the
UCA. The appraisals contained BROWN’s signhature.

26. In an interview with the NPS Special Agent and an IRS
Special Agent on May 9, 2008 BROWN:

(a) initially denied ever being involved in the sale of
antiguities to OLSON;
(b) later admitted the faxes sent in May and June 2002

between her and OLSON about the sale of Neolithic Thail stone
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tools and historic and prehistoric ceramics (including Ban Chiang
antiquities) and bronze were in her handwriting (See Exhibit 4,
attached hereto) ;

(c) claimed she had forgotten, until shown the April
24, 2002 e-mail, about the $14,000 payment for the antiquities
sold to OLSON (See Exhibit 2, attached hereto);

(d)said she visited OLSON’s storage lockers in 2003,
where she saw Ban Chiang items, including bracelets on arm bones;

(e} although OLSON told her the items were imported
legally, stated that it was her impression that he knew it was
illegal and was “chortling” about getting them past Thai and U.S.
Customs;

(f) said it was her understanding that Ban Chiang
antiquities taken out of Thailand without the country’s
permission were in effect stolen;

(g) admitted she had done five or ten appraisals for
the MARKELLS, which J MARKELL wrote, virtually all of which were
for Ban Chiang ceramics;

(h) said she did not read through every appraisal
because they were 20 pages or more and very boring;

(1) initially denied having anything to do with MARKELL

appraisals after 2004;



(j) although the newspapers’ coverage of the
investigation made it sound wrong to overvalue items in an
appraisal, she said she felt that if a person was donating, they
deserved to get the highest value possible;

(k) did not believe any appraisals she was involved
with were overvalued;

(1) stated that she had no idea the MARKELLS were
selling Ban Chiang antiquities to clients for donation purposes
and was “speechless” to learn this;

(m) admitted receiving $300 from J MARKELL for her help
with appraisals but did not ask for money because she was happy
the antiquities were being donated to a museum (See Exhibit 6
attached hereto) ;

(n) admitted to signing blank appraisal forms for the
MARKELLS to enable them, their relatives and their clients to
donate Ban Chiang material to museums;

(o) admitted sending her CV and electronic signature to
the MARKELLS via e-mail on June 10, 2006 (See Exhibit 5 attached
hereto) ;

(p) provided the agents with the e-mail address of

roxannas7@yvahoo. com.

15



(g) in response to being told that the MARKELLS had
told the UCA that BROWN had brought antiquities into California
for them in 2006 and that if she were caught that she had “nerves
of steel” and would tell Customs she was an archeologist and the
pieces were part of a legitimate museum project, she denied this
and claimed the three undeclared items she brought in were not
prohibited;

(r) admitted that although a permit was needed to
export Buddha images from Thailand, she was a Buddhist and did
not need a permit to bring in the ﬁuddha piece, even though she
brought it in for the MARKELLS, who are not Buddhists, because
they would treat it with reverence;

(s) affirmed that the other two undeclared items were
Buddha images from Burma;

(£) stated that even though the MARKELLS had purchased
the items she brought to sell in their gallery, the
commercialization of Buddhist items was done all the time in
Thailand, and therefore, she thought nothing of bringing the
items out of Thailand;

27. On May 9, 2008, a federal grand jury returned an
indictment charging BROWN with executing, attempting to execute

or aiding and abetting a scheme to defraud the Internal Revenue




Service by transmitting her signature on June 10, 2006 by means
of wire in foreign commerce for use on appraisal forms to support
inflated tax deductions for charitable donations. According to
the medical examiner, BROWN subsequently passed away of
peritonitis.

28. Experts in Southeast Asian antiquities reviewed the
antiquities purchased by the UCA and/or seized from the MARKELLS
and OLSON and opined that the vast majority of the items were
authentic and over 100 years old. One of the experts also
determined that the item donated to museums on the UCA’s behalf
fit within the ARPA definition of “archeological regources.”

29. The UCA has participated in more than 30 archaeological
theft investigations and has attended nearly 500 hours of
training specific to archeoclogy and the protection of cultural
resources. Based upon his experience and training, he believes
the Ban Chiang items the MARKELLS and OLSON sold to him fall
within the ARPA categories of “archeological resources.”

30. I know from previous investigations and my training and
experience that America Online 1is an electronic communication
service and remote computing service that provides free e-mail
services to its customers. Customers of America Online can

obtain a free e-mail account by registering on an aol.com




website and by providing unverified biographical information
including the subscriber’s name, address, gender and other
information.

31. A preservation letters requesting that the records and
contents of the SUBJECT ACCOUNT be preserved for 90 days pursuant
to 18 U.S.C. section 2703(f) were sent to America Online.

V. ITEMS TO BE SEIZED

32. Based on the foregoing, I request that the Court issue a
search warrant with respect to the PROVIDER in accordance with 18
U.S.C. § 2703 as follows:

Search Procedure

a. The search warrant will be presented to personnel of the
PROVIDER, located at 22000 ACL Way, Dulles, Virginia, 20166, who
will be directed to isolate those accounts and files described in
Section II below;

b. In order to minimize any disruption of computer service
to innocent third parties, the PROVIDER’s employees and/or law
enforcement personnel trained in the operation of computers will
create an exact duplicate of the computer accounts and files
described in Section II below, including an exact duplicate of
all information stored in the computer accounts and files

described therein;

18



c. The PROVIDER's employees will provide the exact
duplicate in electronic form of the accounts and files described
below and all information stored in those accounts and files to
the agent who serves the search warrant; and

d. Law enforcement personnel will thereafter review all
information and records received from the PROVIDER’s employees to
determine the information to be seized by law enforcement
personnel specified in Section III of Attachment A. Once law
enforcement personnel have completed this review and created
copies of the items seized pursuant to the warrant, the original
production from the PROVIDER will be sealed -- and preserved for
authenticity and chain of custody purposes -- until further
order of Court.

Files and Accounts to be Copied by the Provider’s Emplovees

a. All electronic mail stored and presently contained in,

or on behalf of, the SUBJECT ACCOUNT, including received
messages, sent messages, deleted messages, and messages maintained
in trash or other folders;

b. All existing printouts from original storage of all of

the electronic mail described above;



c¢. All transactional information of all activity of the
SUBJECT ACCOUNT described above, including log files, dates,
times, methods of connecting, ports, dial-ups, and/or locations;

d. All business records and subscriber information, in any
form kept, pertaining to the SUBJECT ACCOUNT described above,
including applications, subscribers’ full names, all screen names
associated with the subscribers and/or accounts, all account names
associated with the subscribers, methods of payment, telephone
numbers, addresses, and detailed billing records; and

e. All records indicating the services available to
subscribers of the SUBJECT ACCOUNT described above.

Information to be Seized by Law Enforcement Personnel

33. Evidence and fruits of violations of California Penal
Code sections 31, 497, thus, in contravention of the ARPA, 16
U.S.C. sections 470ee(c), (d), the Burmese Sanctions Regulations,
31 C.F.R. Part 57, 50 U.S.C. section 1705 (b), 18 U.S.C. section
1343 and 18 U.S.C. section 371 and 26 U.S.C. section 7206(2),
conspiracy to aid and assist in the preparation of false tax
returns as follows:

a. The contents of wire and electronic communications,
including attachments and stored files, for the SUBJECT ACCOUNT,

including received messages, sent messages, deleted messages,
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messages maintained in trash or other folders, and all existing
printouts from original storage of all of the electronic mail
described above -

1. tending to demonstrate the actual user(s) of the
account; and

2. any e-mails pertaining to username

rxbrown@aol.com.

b. All of the records and information described above
including:
1. Account information for the SUBJECT ACCOUNT
including:

(a) Names and associated e-mail addresses;

(b) Physical address and location information;

(c) Records of session times and durations;

(d) Length of service (including start date) and
types of service utilized;

(e) Telephone or instrument number or other
subscriber number or identity, including any temporarily assigned
network address;

(f) The means and source of payment for such
service (including any credit card or bank account number); and

(g) Internet Protocol addresses used by the

21



subscriber to register the account or otherwise initiate service.
2. User connection logs for the SUBJECT ACCOUNT for any
connections to or from the SUBJECT ACCOUNT. User connection logs
should include the following:
(a) Connection time and date;
(b) Disconnect time and date:
(c) Method of connection to system (e.g., SLIP,
PPP, Shell);
(d) Data transfer volume (e.g., bytes);
(e) The IP address that was used when the user
connected to the service;
(f) Connection information for other systems to
which user connected via the SUBJECT ACCOUNT, including:
(1) Connection destination;
(2) Connection time and date;
(3) Disconnect time and date;
(4) Method of connection to system (e.g.,
telnet, ftp, http);
(5) Data transfer volume (e.g., bytes);
(6) Any other relevant routing information;
(g) Source or destination of any wire or

electronic mail messages sent from or received by the SUBJECT
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ACCOUNTS, and the date, time, and length of the message; and

(h) Any address to which the wire or electronic
mail was or is to be forwarded from the SUBJECT ACCOUNT or e-mail
address.

34. I ask that the Court order the PROVIDER to deliver the
information set forth above within 10 days of the service of this
warrant and that the PROVIDER send the information via facsimile
and United States mail, and where maintained in electronic form,
on CD-ROM or an equivalent electronic medium to:?

Special Agent Bonny MacKenzie

Internal Revenue Service

6340 Variel Avenue

Woodland Hills, California 91367

(Direct: 818-274-0728; Facsimile 818-756-4510).

35. Based on the foregoing, there is probable cause to
believe that the contents of the wire and electronic
communications pertaining to the SUBJECT ACCOUNT are evidence,
fruits and instrumentalities of criminal violations of California
Penal Code sections 31, 497, thus, in contravention of the ARPA,
16 U.8.C. sections 470ee(c), (d), the Burmese Sanctions

Regulations, 31 C.F.R. Part 57, 50 U.S.C. section 1705(b), 18

U.S.C. section 1343 and 18 U.S.C. section 371 and 26 U.S.C.

? Pursuant to 18 U.S.C. § 2703(g) my presence, or the
present of an agent, i1s not required for service or execution of
a warrant issued under 18 U.S.C. § 2703.
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section 7206 (2), conspiracy to aid and assist in the preparation
of false tax returns.
M. CONCLUSION

36. Based on the facts stated above and my experience and
training, I believe there is probable cause to support the
issuance of a search warrant for the e-mail information as further
described in Attachment A to this application, where evidence
will be found, of violations of California Penal Code sections 31,
497, thus, in contravention of the ARPA, 16 U.S.C. sections
470ee(c), (d), the Burmese Sanctions Regulations, 31 C.F.R. Part
57, 50 U.S.C. section 1705 (b), 18 U.S.C. section 1343, and 18
U.S.C. section 371 and 26 U.S.C. section 7206(2), conspiracy to
aid and assist in the preparation of false tax returns.

I declare under penalty of perjury that the foregoing
is true and correct.

Executed on this_léz; day of July 2008 at Los Angeles,

California. f&bw mw

BONNY MAUKENZIE
Special Agent, IRS - CI

le

Subscribed and sworn to before me this day of July, 2008.

A7/

UNITED STAT¥S MAGISTRATE JUDGE
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ATTACHMENT A

ITEMS TO BE SEIZED:

Pursuant to 18 U.S.C. § 2703, America Online, providers of
electronic communication and remote computing services, located at
22000 AOL Way, Dulles, Virginia, 20166 (the “PROVIDER”) is hereby
ordered as follows:

I. SEARCH PROCEDURE

a. The search warrant will be presented to personnel of the
PROVIDER, who will be directed to isolate those accounts and files
described in Section II below;

b. In order to minimize any disruption of computer service to
innocent third parties, the PROVIDER's employees and/or law
enforcement personnel trained in the operation of computers will
create an exact duplicate of the computer accounts and files
described in Section II below, including an exact duplicate of all
information stored in the computer accounts and files described
therein;

c. The PROVIDER’s employees will provide the exact duplicate
in electronic form of the accounts and files described in Section
IT below and all information stored in those accounts and files to

the agent who serves the search warrant; and



d. Law enforcement personnel will thereafter review all
information and records received from the PROVIDER'’s employees to
determine the information to be seized by law enforcement personnel
specified in Section III. Once law enforcement personnel have
completed this review and created copies of the items seized
pursuant to the warrant, the original production from the PROVIDER
will be sealed -- and preserved for authenticity and chain of
custody purposes -- until further order of court.

II. FILES AND ACCOUNTS TO BE COPIED BY THE PROVIDER'S EMPLOYEES

a. All electronic mail stored and presently contained in, or

on behalf of, rxbrown@aol.com (the “SUBJECT ACCOUNT”), including

received messages, sent messages, deleted messages, and messages
maintained in trash or other folders;

b. 2All existing printouts from original storage of all of the
electronic mail described above in Section II (a);

c. All transactional information of all activity of the
SUBJECT ACCOUNT described above in Section II(a), including log
files, dates, times, methods of connecting, ports, dial-ups, and/or
locations;

d. All business records and subscriber information, in any
form kept, pertaining to the SUBJECT ACCOUNT described above in

Section II(a), including applications, subscribers’ full names, all



screen names associated with the subscribers and/or accounts, all
account names associated with the subscribers, methods of payment,
telephone numbers, addresses, and detailed billing records; and

e. All records indicating the services available to
subscribers of the SUBJECT ACCOUNT described above in Section
II(a).

ITI. INFORMATION TO BE SEIZED BY LAW ENFORCEMENT PERSONNEL

Evidence and fruits of violations California Penal Code
sections 31, 497, thus, in contravention of the ARPA, 16 U.S.C.
sections 470ee(c), (d), the Burmese Sanctions Regulations, 31 C.F.R.
Part 57, 50 U.S.C. section 1705 (b), 18 U.S.C. section 1343 and 18
U.S.C. section 371 and 26 U.S.C. section 7206(2), conspiracy to aid
and assist in the preparation of false tax returns as follows:

a. The contents of wire and electronic communications,
including attachments and stored files, for the SUBJECT ACCOUNT,
including received messages, sent messages, deleted messages,
messages maintained in trash or other folders, and all existing
printouts from original storage of all of the electronic mail
described above in Section II(a)—

1. tending to demonstrate the actual user(s) of the

account;
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~ Message0002
Suhject:HRE: c.v. for Roxanna

From:||Jon Markell
Date:||6/14/2006 11:20:00 AM
To:|[roxanna.b(@bu.ac.th’

CC:||’thoyt@gmail.com'

Message Body

Roxanna,

Much grass for the CV and signature. [ haven't tackled getting your signature on anything yet,
but Tom Hoyt is a computer guy. He'll know how to do it, I imagine. I'll forward each appraisal
as [ do it, and will put a check in the mail today.

i'm swamped with paperwork for the business, another appraisal for Tom, etc. I was also put out
of commission with the flu or a virus. No fun. Next trip, you should meet Tom who would like to
meet you. He’s donated Ban Chigng twice to the PAM and ['m advising him to give to more
museums so that he has options for donations of both high & low quality things (and everything
in between). As soon as [ finish this, I’m going to call the Museum at Berkeley to see if they want
a small cache of goodies.

Ciao

From: roxanna.b(@bu.ac.th [mailto:roxanna.b(@bu.ac.th]
Sent; Saturday, June 10, 2006 1:27 AM

To: jon@markellfamily.com

Subject: c.v. for Roxanna

I'll attach it here. I tnied from my yahoo email, but it never gets loaded.... some problem at yahoo
I think.

Roxanna M. Brown, Director
Southeast Asian Ceramics Museum
Bangkok University, Rangsit campus

file://C:\Documents and Settings\Op Antiquity'\My Documents\Markell Res Gallery\report...  5/8/2008
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Khlong Luang, Pathum Thani 12120 THAILAND
(66-2) 902-0299 x 2893
hp 06 078-9016

Attachment

Hoyt to PAM-1st QTR 2006.doc

Outlook Header Information

Conversation Topic: c.v. for Roxanna
Subject: RE: c.v, for Roxanna

From: Jon Markell

Sender Name: Jon Markel]

To: 'roxanna.b{@bu.ac.th’

CC: 'thoyt@gmail.com'

Delivery Time: 6/14/2006 11:20:00 AM
Creation Time: 6/14/2006 11:04:27 AM
Modification Time: 6/14/2006 11:18:49 AM
Submit Time: 6/14/2006 11:20:05 AM
Importance: Normal

Priority: Normal

Sensitivity: Normal

Flags: 17 = Read, Has Attachment

Size: 127927
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. _ Message0718
\ Subject:||RE: Appraisals —|
| Frum:HJ(:-n Markell |
Date:||3/27/2007 6:43:00 PM

To:{[Roxanna bi@bu.ac.th'
Message Body |

I'm delighted you are delighted, and I never expected your lack of
respect for authority to dissuade you from doing this.....

The Joker

PS Please fax ASAP so they can file their taxes early. The mailed
package is not a rush. Look forward to bits of gossip and how you are.

From: Roxanna.b@bu.ac.th [mailto:Roxanna.b@bu.ac.th]
Sent: Tuesday, March 27, 2007 7:[2 PM

To: Jon Markell

Subject: Re: Appraisals

No problem! T am delighted to be your partner in this. I'll get it done
before the end of the week. My next vigit will be in August. I'll send
a note once ['ve sent it all off. Missing vou both too! R,

Dear Roxanna,
>

e

>

> Things are a little better, as, | puess, people realize that Bush is

not

> long for the presidency and there is a new attitude in Washington.
Some

> people have actually come in to buy goodies, and I have been getting
20me

> good prices for some of the pieces in my Ban Chiang collection, though
= it's

> tough selling published pieces. Never mind, we need the money. But it
is

= definitely better than last year.

file://C:\Documents and Settings\Op Antiquity'My Documents\Markell Res Gallery\report\...  5/8/2008
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=

>

>

> ['ve also supplemented income with some appraisals. I'll be sending
you a ;

> check for $300 for using you, as it were, as the appraiser where |
cannot

> do

> jt-re: | sold it to the person. There are also new rules, as the

> appraiser

> must now sign off on the appraisal. So, could you download two copies
of

> the attached form, sign both and then fax AND mail both to:

=

>

>

> Allan & Judy Schore

>

> 9814 Sylvia Avenue

s

> Northridge, CA 91324-1760

-3

> F: 818-349-4404

> :

=

> .

> Then, can you download 6 or 8 more, sign them and send them to me for
> future

> appraisals? If you are nervous about doing this, please realize that
tthe :

> Republicans are still in office, the IRS does not have enough
personnel to

> review small time appraisals and the appraisals are very well written
and

> will never be challenged even if they do.

=

=

=

> So, when are you coming back to LA for an adjustment, whether that is
> mental

> of physical? Is there anything you need?

|-

>

>

i> I do hope all is well and you continue to be happy and in good health.
[We

> miss you coming over for dinner and gossip!

=

>

>

file://C:\Documents and Settings\Op Antiquity\My Documents\Markell Res Gallery\report\... 5/8/2008
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> Love,

>

>

=

> Jon & Can

=

-

>

> PS: Please sign in blue

>

s

-

> This message has been scanned for viruses and
> dangerous content by MailScanner, and is
> believed to be clean.

=

e

[
| Outlook Header Information

Conversation Topic: Appraisals
Subject: RE: Appraisals

From: Jon Markell

Sender Name: Jon Markell

To: 'Roxanna.b@bu.ac.th’

Delivery Time: 3/27/2007 6:43:00 PM
Creation Time: 3/27/2007 6:40:19 PM
Modification Time: 3/27/2007 6:40:19 PM
Submit Time: 3/27/2007 6:43:33 PM
Importance: Normal

Priority: Normal

Sensitivity: Normal

Flags: 1 = Read

Size: 14172
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